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§103.310

(2) The State government and polit-
ical subdivisions thereof;

(3) Local public safety, crisis man-
agement and emergency response agen-
cies;

(4) Law enforcement and security or-
ganizations;

(6) Maritime industry, including
labor;

(6) Other port stakeholders having a
special competence in maritime secu-
rity; and

(7) Port stakeholders affected by se-
curity practices and policies.

(b) At least seven of the members
must each have 5 or more years of ex-
perience related to maritime or port
security operations.

(c) Members appointed under this
section serve for a term of not more
than five years. In appointing mem-
bers, the FMSC should consider the
skills required by §103.410 of this part.
With the exception of credentialed Fed-
eral, state and local officials, all AMS
Committee members shall have a
name-based terrorist check from TSA,
hold a TWIC, or have passed a com-
parable security threat assessment, if
they need access to SSI as determined
by the FMSC.

[USCG-2003-14733, 68 FR 39290, July 1, 2003, as
amended at 68 FR 60482, Oct. 22, 2003; USCG-
2006-24196, 72 FR 3579, Jan. 25, 2007]

§103.310 Responsibilities of the Area
Maritime Security (AMS) Com-
mittee.

(a) The AMS Committee shall:

(1) Identify critical port infrastruc-
ture and operations;

(2) Identify risks (threats,
vulnerabilities, and consequences);

(3) Determine mitigation strategies
and implementation methods;

(4) Develop and describe the process
to continually evaluate overall port se-
curity by considering consequences and
vulnerabilities, how they may change
over time, and what additional mitiga-
tion strategies can be applied; and

(6) Provide advice to, and assist the
COTP in, developing the AMS Plan.

(b) The AMS Committee shall also
serve as a link for communicating
threats and changes in MARSEC Lev-
els, and disseminating appropriate se-
curity information to port stake-
holders.
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Subpart D—Area Maritime
Security (AMS) Assessment

§103.400 General.

(a) The Area Maritime Security
(AMS) Committee will ensure that a
risk based AMS Assessment, is com-
pleted and meets the requirements
specified in §103.310 of this part and
§101.5610 of this subchapter, incor-
porating the elements specified in
§103.405 of this part.

(b) AMS Assessments can be com-
pleted by the COTP, the AMS Com-
mittee, a Coast Guard Port Security
Assessment team, or by another third
party approved by the AMS Com-
mittee.

(c) Upon completion of each AMS As-
sessment, a written report, which is
designated sensitive security informa-
tion, must be prepared consisting of:

(1) A summary of how the AMS As-
sessment was conducted;

(2) A description of each vulner-
ability and consequences found during
the AMS Assessment; and

(3) A description of risk reduction
strategies that could be used to ensure
continued operation at an acceptable
risk level.

§103.405 Elements of the Area Mari-
time Security (AMS) Assessment.

(a) The AMS Assessment must in-
clude the following elements:

(1) Identification of the critical Ma-
rine Transportation System infrastruc-
ture and operations in the port;

(2) Threat assessment that identifies
and evaluates each potential threat on
the basis of various factors, including
capability and intention;

(3) Consequence and vulnerability as-
sessment for each target/scenario com-
bination; and

(4) A determination of the required
security measures for the three
MARSEC Levels.

(b) In order to meet the elements
listed in paragraph (a) of this section,
an AMS Assessment should consider
each of the following:

(1) Physical security of infrastruc-
ture and operations at the port;

(2) Structures considered critical for
the continued operation of the port;
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